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(Abstract)
This research highlights legal problems related to cyber warfare from

the point of view of jus ad bellum (dispositions regarding the justification for
entering awar).

No international instrument whatsoever covers the cyber instruments
yet and therefore analogies with actual international solutions are largely em-
ployed. We illustrate the main developments with relevant examples from
main powers doctrine and practice (US, Russia and China).

The starting points are the provisions regarding the use of (armed)"force"
under Article 2(4) and the "armed attack" under Article 51 of United Nations
Charter (conditions for legitimate self defense).

The qualification of a cyber attack as "armed force" or as "armed attack"
is based a multi criteria threshold developed by Schmitt. Other developments
analyze the capacity ofpresent international law concepts (direct and indirect
armed attack, identification of the aggressor state, pertinence of pre-emptive
or interceptive self defense vis-i-vis a cyber armed attack, etc.) to reveal the
cyber warfare structure and challenges.

Keywords: cyber attack; armed attack; selfdefence; Scltmitt analysis
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Introduction: an outline of cyber means

Computer attacks originate in the world of hackers, major actors of the
hformation revolution which began in the 50s and achieved its momentum
n the following decades.This'milieu'developed for the sake of it, for ideolog-
;cal proposes or for clear criminal aims a number of 'malware'techniquer. Th"
rrst step of the evolution was the advent of 'viruses'and'Trojan horses'which
rllowed hackers to take unauthorized control of someone else's computer in
rrder to 'stea1', alter or destroy information. The later spreading of the Internet
:llowed the upgrading of these techniques with'viruses'and computer'worms'
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that can multiply and spread throughout networks.In the meantime special

,network malicious ;.li;"q".r' (rrr."h.t, denial-of-service-DoS, distributed

J"nial-of-service -DDOS or'botnets') came into being.

Bytheendofthe80stheAmericanDepartmentofDefensebecame
zwate of the new threats. However the real -irru."t were considered more

and more the attacks .o**itt"d outside the crime domain and perpetrated a:

the international level (by a State or on behalf of a State by terrorists' etc)'

From tn"t *o-"rrt'on, the US military doctrine chzractertze# cyber'war-

fare,as Computer N;;;rkbperations (CNO) .tttd"t three different branche '-:

_computer N"*"rr.nitacks (cNA) were defined as operations to dis-

rupt, deny, d"grud", o' destroy information resident in computers and compu-

i"i rr"*oit .,i, th" comput;rs and networks themselves'
--- -- 

-computer NetworkD"f"n.es (cND) were defined as defensive mea'-

ures to protict and defend information, computers, and networks from d1--

ruption, deniai, d.gradation, or destruction. G"y used security measures th '-

,"ik,o keep the Jt"-y from learning about military

tions2. Theiefore off"t"i'l" tools were associated vith

tack (CNA) directed against enemy's network' hile

were used mainly to protect against such attacks'--- 
_compu,", N"*ork Eiploitations (cNE) covered the collecting "' '

monitoring of 
"rr"rny 

i"io'-uiio"' U'ually this involves espionage perforr:- - :

by tools th"at penetrate enemy SyStemS and return information or cople:

i1", .rrubli.rg ihe military to gain zn advantzgt.9t:t the enemy'

If the US made th" fl; steps in this field they were soon follou'e: -

Russia and, China3. Russia consideri the cyber means as an asymmetric me--

for challenging US warfaresupremacy as part of a total watfare approach''

13 February 2006, available frcm:.
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The Chinese military doctrine is similar. Wang Pufeng, general of the
People's Liberation Army, considers that "our war strategies must adapt to
the needs of the war information. We must make multiple uses of force and,

especially, of non-line ar war and methods of multiple information warfare"s'

International legal dimensions of cyber attacks

We have seen that cyber attacks are mostly perpetrated by hackers who
are private citizens.These kinds of actions entail penal or civil-law remedies at

national level.If there are some transnational relations, certain remedies may

be found through international instruments. In this respect the Convention
on Cyber crime6 is the first international tre qt seeking to address computer

rnd internet crimes by harmonizingnational laws, by improving investigative

techniques and by increasing cooperation among nations.

However our aim is to study cyber means from the international point
of view: cyber attacks perpetrated by States or, generally, on behalf of States.

Ihis point of view relates to International law of armed conflicts. A choice

;hould be made here between'jus ad bellum', (body of international law gov-

eming the resort to force as instrument of national policy) and 'jus in bello'

.body of international law regarding State's conduct during awar).We have

decided to anzlyze cyber means from the perspective of 'jus ad bellum' since

zuch developments are,at the moment,less speculative.

The evolution of the International law of armed conflict demonstrates

e slide from jus ad bellun{ - the law governing the recourse to force - to a

real 'jus contra belum', the coming out of rules prohibiting the resort to war.

The Kellogg-Briand Pact of 79287, was the first comprehensive prohibition of

-coufse to war.

of Military{echnical Information Studies, MilitaryThought (May 1, 2003).

5 "China Military Science" Spring 1995.

6 The Convention and its Explanatory Report was adopted by the Committee of Ministers of the

Council of Europe on 8 November 2001. It was opened for signature in Budapest, on 23 November

2001 and it has entered into force on 1 July 2004. Significantly, Russia and China never sign it.

7 QWright,'The meaning of the Pact of Paris', (1 933 ), 27 AJ.I. L. 39- 6L' 42- 43
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After WWII the [rN charter extended the condemnation of war to a

general prohibition on the threat or use of force, in its Article 2@). Contrarl,
to Kellogg-Briand Pact, the IIN Charter incorporates an express exception
regarding the right of self defense and defines the modalities of this right.

The legal construction built around united Nations Charter (the in-
terdiction for the use of force and the subsequent exception of self defense)
will provide a starting point for analysis. Without any precedents or specific
sources of international law regarding cyber attacks as warfare, the research
should be based on analogies with existing phenomena (classic use of armed
force or armed attacks, classic use of self defense, etc.).

Since cyber instruments have a number of particularitiess vis-i-vis classic
watfare tools, the pertinence of each analogy should be carefully weighted. The
analysis will focus mainly the cyber attacks as offensive cyber meanse ebut will take
in consideration, where appropriate, other types of information operations (IO).

1. Cyber means and the general prohibition of ,,(armed) force"

Article 2(a) of uN charter, declares that:'All Members shall refrain in
their international relationsfrom the threat or use offorce againstthe territoria-l
integrity or political independence of any state, or in any other manner incon-
sistent with the Purposes of the united Nations" femphasis added].

This prohibition, as a customary rule of jus cogens, is applicable to aL
States, whether or not members of UN.

The scope of Article 2(4) can be discovered on the ground of tts travau:.
preparatoires. During the negotiations of the Charter, theBrazlhan delegatior.

9 We.may use the term 'cyber attacli to designate 'computer network attack (CNA). We may a1,
use 'cyber exploitation'to designate cNE and 'cyber defense'to designate cND.
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proposed a reference to 'armed and economic force', but this proposal was re-

jected1o. Today it is a general agreement in doctrine that "use of force" covers
l"r*"d force" and not economic or psychological pressurell' On the basis of

the above explanation we can proceed to derive the first legal characteristics

of cyber watfarc.

A. Ratione materiae feature: computef attacks qualifring as "armed

fofcett
If cyber means in their direct manifestations could be assimilated to

armed force, further discussion would be superfluous, since Article 2(4) indis-

putably encompasses "armed force"12.

An example might be the operation orchard, an Israeli air strike on a

supposed nuclear facrlity at Deir ez-Zor in Syria, carried out on September

6th- 200713. According to Aviation Wek and Space Technology,U.S. industry

and military sources speculated that the Israelis may have used a technology

similar to America's Suter airborne network attack system to let their planes

pass undetected by radar into Syria. Suter is a military comPuter progfam

developed by BAE Systems to attack computer networks and communication

structures belonging to enemies. Three generations of Suter have been devel-

oped. The last one, Suter 3, tested in summer of 2006,enables the invasion of

links to time-critical targets such as battlefield ballistic missile launchers or

mobile surface-to-air missile launchers. It seems that high-energy beams act

as universal'back doors'14 for entering enemfs military networks.

10 A. Randelzhofer, "Article 2(4)",in B. Simma et al. (eds.), The Charter of the United Nati'ons: a

clmilnentar! (Ot'ord: OUP) (2002; 2e ed.), pp. t07-128'772-113'

11 Y. Dinstein , War, aggression and setfdefense (cambidge: cuP) (4th ed.: 2005), 86.

72 r's techniques
k may deliver a

from an airctaft

13 John Leyden "Israel suspected of'hacking'syrian air defenses", Posted in Enterprise Security,

4th October 2007 75:7i GM! available from: wuw.theregister.co.uU200T/10/04/radar-hack-

raid/.

14 A backdoor of a computer system is a method of bypassing normal authentication, and secure
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The above situation could be easily qualified as cyber'armed force'if the

Israeli attack would have been u., 
"*pr.rrion 

of 'jus ad belum" (if it was the

first blow in a new war). That was not the case since the two countries neve:

concluded a peace tteaty after Yom Kippur's war of 7973'

Besidethesesituationsofcyberattackscoveredby..armedforce',defi_
nition there are some of problerns for cyber means that do not enter in the

classical definitions.The doctrine proposed different solutions to handle these

circumstances:

- Textual limitation ('armed attaclilimited to classical military instruments)

oneapproach,popularinacademiccircles,followedthelogicofth.
charter to its literal iorr.lrrrior' anl,thing other than an "armed force" wi-

be allowed. In other terms, the quantity of force is less important than it'

quality. Military coercion might be

and political coercion should be enc

alternatives to a full blown war' In t

"armed force" are permitted by'jus ad

other provisions of international law)'

This approach, despite the advantage of a certain academic purity, fai.

to address the newly destructive capacities of cyber attacks'

- Destructive outcome as touchstone

Adifferentideatriedtoapplythelegalregimeofclassicwarfaretocr._
berattacksbyignoringthemeansofattackandbyfocusingonlytheamour:
of damage. It should b"e irrelevant whether a factory was destroyed by a bon:-

or by zmalicious code. What really matters is the magnitude of destructio:

left after an attack.

InthisrespectSharplsproposedasimplerule:'Anycomputernetwor-''
attack that intentionally causes any destructive effect within the soverei5

territory of another staie is an unlawful use of force within the meaning c-

Article 2(4) that-uy p,od.,ce the effects of an armed attack prompting th.

right of self defense.
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Facing the"F'acing the problem of determining whether the term ,destructive,,

.reans only physical destruction or includes economic harm, Sharp suggests
-lat, in some circumstances, it could cover the latter.

He considered that Article 2(4),wh]Ie not includine all coercive eco_
:.omic and political sanctions intended to influence anothlr state policy or
ictions, envelops coercive political and economic sanctions threatening the
::rritorial integrity or independence of another state.16 Therefore u ,rorr-
:hysical destructive effect (such as disruption of financial markets) should be
--onsidered force under Article 2@) if it is sufficiently serious to threaten the
:xget State's territorial integrity or independence. This conclusion weakens

=e whole idea and seems incompatible with the weight of legal authority or
ie international doctrine.

- Schmitt's answer: characteristics of "armed force" as touchstone
The standstill was overcome by schmittlT who proposed a singular solu-

:on. He suggested that the analysis of cyber attachmust fit into traditional
rstrument/consequence frame of reference, by veri$ring whether each cyber
:mack meets the criteria that distinguish armed force fiom political o, !.o-
:omic coercion.

Schmitt recognized that within the existing structure of international
-:rv, cyber attacks will be considered 2(4) "force" only when they sufficiently

=semble "armed force". He remarked that traditional notions of force ur" inl
;:rument-based: the Article 2(4) prohlbition of using a particular instrument,

-mely military force, against another state is tied to the high degree of .ori
:ection between its use and consequences, primarily physical destruction and
::rjury.That explained why armed force, which almost ul*uy, results in physical
jestruction or injuries, was prohibited, whereas economic or political .o"r.io.r.
rhose link to expected physical destruction or injury is weak, was not.

Schmitt gathered a number of criteria to veri$r whether cyber attacks are
rore or less close to 'armed force'. These criteria, he suggested., are: seoerity-the
:igher threat of physical injrry or property damage ur.o.i"t"d with armed force;

16 Walter Gary Sharp, sr., idem, p 89-91

17 Michael N. Schmitt "Computer network attack and the use of force in international law:
thoughts on a normative frameworl?', columbia Journal ofriansnational Law 3z ,1999, Bg5.
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immediacy-the comparative speed of harm arising from armed force, as comPare -

with other forms of coercion directness-the relatively direct connection betwee :,

armed force and negative consequences, as compared with other forms of coe:-

cion; invasiaeness-thefactthatin case of armed force the act causing harm gene:-

ally crosses into the territory of the target State whereas measures o1'..ottsmic ,- :

political coercion normally do not; measurability-the greater ease and certainfi' -:

evaluating the consequences of armed force as compared with other forms of cc -

ercionl and presurnptive illegitimacy-the fact that violence is presumptively ille-e-

under domestic and international law;while most (or at least man, techniques i -'

economic and political coercion are presumptively legal.

By applying a quantitative scale to each of the identified factors, ar-'

cyber operation may be described as being closer to one end of a sPectrui--

or to another (armed force versus economic or political force)18. As a resu -

Schmitt's analysis which translate the qualitative charter's paradigm into i:.

quantitative components, provided the best framework for both scholars an:

practitioners alikele.

B. Cyber means and the concePt of "armed attaclC'

The following discussion is linked to a different threshold, this tim.

in relation to self defense. The IIN Charter allows a major exception to th.

prohibition of '(armed) force'in Article 5L, which asserts that "fn]othing i-
the present Charter shall impair the inherent right of ...self defense if a:

armed attack occurs ..." (emphasis added). This disposition is important be-

cause, normally, once the threshold of "armed attaclC'is attained it allows th-

victim-State to respond with legitimacy in military terms.

18 Schmitt compared two hlpothetical uses of cyber attack (CNA).In the first case CNA is used :'
disable an air traffic control system, causing airplanes to crash. According to Schmitt, this mee:,

his 'force'. In the second example, the attacker destroys a universily con---

put ofdisrupting military research being conducted on campus.That do.:

not not qualif' as'force'. Schmitt suggests that there should be a differe:,:

result for the attack on the university because the desired outcome, diminished capacity on th-.

battlefield, is too remote from the CNA and too dependent on indeterminate factors.

19 See James B. Michael &Thomas C. Wingfield & Duminda Wijesekera "Measured Response '
to Cyber Attacks Using Schmitt Analysis" Proc. Twentl-seoenth Annual Int. Computer Softwa=,

an d A p p lic a ti on s C onf., I E E E (Dalias, Tex., Nov. 2003 ).
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The choice of words in Article 51 is restrictive. Since Article 2(4) of the
--rarter forbids the "use of force"while the Article 51 allows self defense only
.i:ainst an "armed attack," a gap is obvious between the two notions ("[armed]
: - rce" vs. "armed attacl{').

The term 'armed attacv, undefined by the charter, was partially ex-
:-ained by the ICJ in Mcaragua cose.2o The ijourt made clear that ur-.d u,-
-';ks need to achieve a minirnal letel of severity,by distineuishing the'gravest,
:-'rms in the use of force (those constituting an"armed attacli') from other
-*s severe forms femphasis added].

Additionally, in the same case, the Court distinguished'armed attacks'
::om 'mere frontier incidents'.21 The distinction does not exclude a priori that
i--rned confrontations near a border m y - alone or cumulatively j reach the
-e\-el of 'armed attack'. However this seems to imply that incidents without
;r 'offensive'intent, such as coincidental border incursions, do not trigger re-
:lurse to self defense.22

Several other features of 'armed attacliremain controversial. For certain
irthors an'armed attacll supposes at least'a use of force producing. ..serious
::nseguences, epitomized by territorial intrusions, human casualties or consid-
::able destruction of property'23 femphasis added]. Consequently the use of
:rrce not reaching this high intensity may give rise to non - violent counter-
:reasures, but not to selfdefense.

One can adapt these distinctions to cyber attacks.In order to qualif,i a
:rter attack as an "armed attacl{', the only criteria to be retained is the thres-
:old of "severity" and /or "serious consequences" (the criterion of 'offensive
-:ltent shown by crossing the border'seems useless here since the territory and,
re borders play a minor role in cyber attacks).

We can go back and observe that the criterion is covered bv the severity
:ondition in Schmittt analysis. Therefore the analysis already accomplishei

20 "Case concerning Military arrd Parumilitary Activities in and against Nicaragua (Nicaragua v
united States of America)", Judgment of 27 Jrne 1986, (1 g 8 6) i c.1 atp. 14, par. t9r,7rs.

21 Nicaragua case, loc. cit.,supra,pat795.

22 C. Gray, op. cit.,supra n. 746.

23 See DinsteinY., op. cit.,supra n. 793.
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in qualifying a computer attack as "armed force" need only to be upgraded (to
cover a higher'severity') in order to qualify for an "armed attac?'.A11 the other
elements developed for the "armed force"will remain identical. In this way the
gap between article 2(4) and article 51 of UN charter will be covered in case
of cyber (computer nelwork) attack.

In practice the Pentagon seems to apply schmitt's analysis on a dayby da1'

basis vis-i-vis cyber attacks. For example in the summer of 2O06,the Pentagon
lost most of its telecommunications links to North and Central US.Its analysts
were trying to find the cause of this default when, 15 minutes later, they also lost
all connections with the Southern central US.It was proved to be an accidental
occurrence: a construction crew in Kansas Ciry Missouri, had dug up a bundle
of fiber-optic cables with an earth mover, tearing apart 150 interstate "fat pipes".
By coincidence, an unrelated construction crew in OklahomaCity did the same,
breaking 400 more large pipes.Together, they cut interstate communications for
36 hours. Using a "Schmitt's analysis" a Pentagon cyber task force had deter-
mined that this was probably not a cyber 'armed attack2a.

2. other difficulty for applying classical international framework to
cyber attacks - the'ratione personae'condition: attribution of a
cyber "armed attack' to a State

Determining through Schmitt's analysis that a cyber attack (achieving
the threshold of 'armed force' or 'armed attack') took place is not sufficient.
The cyber attacks as such had to be perpetrated by a State or on behalf of a

state-a condition relating to the origin ofattack'ratione personae'.
This concept was always broadly interpreted by international doctrine

in order to include not only attacks carried out by States, but also attacks per-
petrated by private actors for whom States had a responsibility. This seconc
category was described as 'indirect military aggression', as opposed to 'direcr
military aggression, carried out by State agents2s.

24 See for details Paul Marks "Cyber-attack) a clear and present danger", New scientist, 4 Marc.:
2009, 18.

25 see P.L. zanatdi,'lndirect military aggression', in A. Cassese (ed.), rhe current Legal Regulatio
on the Use of Force Q986),171-119.
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The distinction was recently confirmed by the ICJ in Nicaragua case,

-,r'here the Court recognized that'armed attacks'covered (beside classical defi-

rition examined above) also "the sending by or on behalf of a State of armed

-.ands, irregulars or mercenaries carrying out acts of armed force as well as a

State's substantial involvement therein, provided the scale and effects of the

irtacks exceeded those of mere frontier incidents"26.

These distinctions cover the terrorist acts. Frequently the perpetrators

tf'classical'terrorist attack leave no signature. Since States sponsoring ter-

:orists usually try to hide their roles, holding such States responsible for their

,:ffenses may be difficult. Prior to determining its options, the victim - State

must establish a link between the terrorists and their sponsoring State.

Computer network attacks invite a similar approach since the cyber

rrreans are,by their nature, easy to use anonymously and with plausible deni-

,tbiliry making them suited for covert operations and for instigating conflict

between other parties.

A related interesting experience exists in the US.In the last two decades

it was said a lot about cyber terrorism attacks that can break US infrastruc-

tures with smallest expenses for the terrorists. It was believed that of a group

of skilled and determined persons may inflict a blow to military facilities and

rea)ize a sort of Pearl Harbor in cyber sPace.

However no attack of this magnitude ever happened. In this respect

Virginie Yacca, expert at European Company of Strategic Intelligence, re-

calls2T the results of a nDigital Pearl Harborn exercise organized in 2002 *
the US Naval War College. In order to launch a gtezt cyber attack the pirates

(terrorists) would need 200 billions dollars, at least 5 years of preparation and

the offensive would not produce huge human losses or any other catastrophic

consequences. However the expenses seemed affordable to a foreign Power.

As a result if the threshold of "armed force" or "armed attack" is achieved in

the case of a terrorist cyber attack there will be a strong presumPtion of a

foreign State implication.

25 Nic aragua ca s e, loc. cit.par.I59.

26\hevenet C6dric, uCyberterrorisme: mythe ou rdalit6lr, available froml. tttztszts.terrorisne.net/pdf

/2006-Tbeoenet.pdf.
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in qualifting a computer attack as "armed force" need only to be upgraded (to

cover a higher'severity') in order to qualify for an "armed attaclC'. All the other

elements developed for the "armed force"will remain identical.In this way the

gap between article 2(4) znd article 51 of UN charter will be covered in case

of cyber (computer network) attack.

In practice the Pentagon seems to apply Schmitt's analysis onadayby day

basis vis-i-vis cyber attacks. For example in the summer of 2006, the Pentagon

lost most of its telecommunications links to North and Central US.Its analysts

were t+ng to find the cause of this default when, 15 minutes later, they also lost

all connections with the Southern central US.It was proved to be an accidenta-l

occurfence: a construction crew in Kansas City, Missouri, had dug up a bundle

of fiber-optic cables with an earth mover, tearing apart 150 interstate "fat pipes".

By coincidence, an unrelated construction crew in OklahomaCity did the same.

breaking 400 more large pipes.Together, they cut interstate communications for

36 hours. Using a "schmitt's analysis" a Pentagon cyber task force had deter-

mined that this was probably not acyber 'armed zttacP2a'

2. O ther diffi culty for applying clas sic al international framework to
cyber attacks - the'ratione Personae'condition: attribution of a

cyber"armed attacr"'to a State

Determining through Schmitt's analysis that a cyber attack (achievin_:

the threshold of 'armed force' or 'armed attack') took place is not sufficien:

The cyber attacks as such had to be perpetrated by a State or on behalf of ,

State-a condition relating to the origin of attack'ratione personae'.

This concept was always broadly interpreted by international doctrin.

in order to include not only attacks carried out by States, but also attacks per-

petrated by private actors for whom States had a responsibility. This secon:

category was described as 'indirect military aggression', as opposed to 'direc.

military aggression, carried out by State agents2s.

24 See for details Paul Marks "Cyber-attack, a clear and present danger", New Scientist,4 Mr-:
2009,L8.

25 See P.L. Zanardi,'lndtrect military aggression', in A. Cassese (ed.), The Current Legal Regulat::

on the (Jse ofForce (L986),I77-1I9.
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The distinction was recently confirmed by the ICJ in Nicaragua case,

rvhere the Court recognized that'armed attacks'covered (beside classical defi-
rition examined above) also "the sending by or on behalf of a State of armed
'cands, irregulars or mercenaries carrying out acts of armed force as well as a

State's substantial involvement therein, provided the scale and effects of the
attacks exceeded those of mere frontier incidents"26.

These distinctions cover the terrorist acts. Frequently the perpetrators
of'classical'terrorist attack leave no signature. Since States sponsoring ter-
rorists usually try to hide their roles, holding such States responsible for their
offenses may be difficult. Prior to determining its options, the victim - State

must establish a link between the terrorists and their sponsoring State.

Computer network attacks invite a similar approach since the cyber

rneans are,by their nature, easy to use anonymously and with plausible deni-
abiliry making them suited for covert operations and for instigating conflict
between other parties.

A related interesting experience exists in the US.In the last two decades

it was said a lot about cyber terrorism attacks that can break US infrastruc-
tures with smallest expenses for the terrorists. It was believed that of a group
of skilled and determined persons may inflict a blow to military facilities and

rcaJrze a sort of Pearl Harbor in cyber space.

However no attack of this magnitude ever happened. In this respect

\/irginie Vacca, expert at European Company of Strategic Intelligence, re-

ca11s27 the results of a oDigital Pearl Harboro exercise organized in 2002 at

the US Naval War College. In order to launch a great cyber attack the pirates
(terrorists) would need 200 billions dollars, at least 5 years of preparation and

the offensive would not produce huge human losses ot any other catastrophic
consequences. However the expenses seemed affordable to a foreign power.

As a result if the threshold of "armed force" or "armed attack" is achieved in
the case of a terrorist cyber attack there will be a strong presumption of a
tbreign State implication.

25 Nic aragua c as e, loc. cit.parli9.
26'Ihevenet C6dric, oCyberterrorisme: mythe ou r6alitd?o, available from: uwu.terrorisme.net/pdf

/2006_Tbeaenet.pdf.
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The problem is to clearly identify the State that launched (directly or in-

directly) a cyber attack. The point from which the attack happened might not

be inside the territory of the State that initiated the act (for example the use

of proxies or'botnets'may hide the origin of an attack). And a most effective

form of computer net'work attack is expected to hide even the fact that they

ever occufred,leaving the victim - State in doubt as to whether the affected

computer network was externally attacked or simply failed for other reasons.

In this case the result of Schmitt's analysis might be essential. If the

attack attained the threshold of "(armed) force" or "armed attack" it should

always be (apart from an accidental general failure) the act of a State.

Any aggression beginning with a cyber attack(a'ius ad beluni'persPec-

tive) should be evaluated by taking in consideration the political interest ('qui

prodest?') or the'casus beli'of the unknown attacker. Such an attackwill most

obviously happen after an international political crisis. As a result a political

and military analysis may diminish the circle of suspected States.

In the mean time future advances in technolo gy may ease the identifi-

cation of attackers (in the past, technology enabled the determination of the

source for incoming telephone calls). Therefore the answer to the identifica-

tion problem lays on technological progress and a careful political analysis of

international circumstances.

Some interesting illustrations can be found in Russia. If details about

Russian cyber warfare doctrine seem hard to find, the practice of the great

power in this matter seems highly significant.

After Estonia relocated a Soviet World War II memorial in April 2007 .

the country suffered widespread attacks which suddenly disabled websites br-

overloading the server's bandwidth. Among the servers targeted were those

hosting websites of the Estonian president, maior Estonian news agencies,

overnment ministries, and lwo of the countryt largest banks28. Estonia, as an

extremely advanced and informatics-based society, was equally much insu-
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iated from outer networks. Therefore this was an ideal occasion for Russia torest Estonia's and its NATo alries'abilities to resist u ryb* attacwsIf these attacks would have attained the thresholi in schmitt,s analysisEstonia would have been entitled to act in self defense (and as a memberof NATo all other members of the alliance wourd have to act through thecollective defense mechanism). However that rever of ,armed, 
attackwas notreached.

And even if Schmitt,s analysis would have quali$, these denials of servicees "armed attack", the last step, their attribution ,ou s,u,. lnussia), was difficult:o^p1ove. Attempts to track back the origin of attacks revealed that, atLeast somerf them, had a Russian origin (*.r. arlg"d as emanating from Russians stateinstitutions). But many more attacks seemed to come fro# all around the globe.Finally it was almost impossible (and politically sensitive) to prove the indirectimplication of Russia2e. And even if this implication would have been proved itr'ould have been very dangerous to act inself defense ,t rorrgn chssical or cyber:neans since any escalation 
1ay 

have produced immeasurab? .orr.q.rences.
This is a finar proof thui t..hnical, regal or politicar analyses should beoalanced with strategic choices in this highly r"n.itirr. matter.- sometimes, a State A, constrain.a-uy poriticar or military conside_rations' would passively tolerate the use of its territory as a base for activitiesof terrorists against a victim-State B, wiihout actively sponsoring those activi_ties or even encouraging them.
Such a situation wifl not cover the terrorists with the veil of protectionrrom State B. As in the Caroline incident of Ig3Z30,State B may legitimatelyinvoke self defense to use counter-force within the territory of state A _ tar_geting armed bands which use that territory as a launch pud, fo, operationsagainst State - when the host government remains inert.

29 See Jurich, Jon P "Cyber war ,,Customary 
International Lnpproach to an lnternational Law of Information OperationLaw, avaiTable frcm: h ttp :,//zpztw. atlbusiness tom)ernnokgy/,

ne t-s oci a//1 1 4 6 1 I Z 0_ 1. h tml.
30 in 1837 the British attack caroline, a ship used by us citizens to assist canadian rebels. Thisship was anchored in an America" po* ,irt 

" 
,lrnl of the British attack.
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We can find possible analogies with certain situations from Russia and
China. In Russia the cyber crime seems to be well developed. The relations
between Russian security forces and the movements and networks of cyber
mobs or patriotic'hacktivists'maybe based on a tacit pact of non-aggressiot-r
and, eventually,'ad hoc'cooperation. Nevertheless this is very dificult to prove
and therefore is a highly controversial topic.

For example, an activist within a pro-Kremlin youth group recognizeo
that he and his friends were behind the electronic attack on Estonia that
paralyzed the NATO Internet networl{l. The creation of this youth grouF
was attributed to Kremlin oficials and its activists have met former President
Vladimir Putin.This cyber mob seems to act as a'reserve army'which can be

mobilized to a full blown cyber attack if needed32.

In China the situation is comparable. If the Communist Party is un-
forgiving of protests and political dissent, it is less strict against cyber crime.
Hacker associations which involve thousands of members- like the Rec
Hacker Alliance's or the China Union Eagle - regularly target sites pro{i-
betans, pro-Uighurs, and pro-Falun Gong and frequently attack Taiwanese
Indian, European and American government's servers. If ordinary crimina-l,
are doing it for money, these hack-tivists or cyber military pirates ('corsairs'
are doing it for glory. A11 these groups are suspected of being used by Chinest
Army and may act, as in Russia, as a'reserve atmy'vety useful in a non-linea:
(or asymmetric)war.

In both situations if these hack-tivists would lance a cyber armed attac.<

satisf,iing the threshold according to Schmitt's criteria - an almost impossible

31The group is ca-lled Nashis and stages regular protests outside the embassies of Western Statt,
with which the Kremlin has disagreements. More details availabl e from: en.wikipedia.org/vtii:
Nas h i ( y o u t h _mo r.t e m e n t).

32 The next occurrence of a Russian cyber attack was linked to the Russian-Georgian confict c:
August 2008. It seems that forces within Russia launched a coordinated cyber attack again-'
Georgian web sites that coincided with ordinary military operations. The solution to incon-
ing attacks was found when Google had provided to Georgia its network facilities and banc'
width. Google had such tremendous nefwork power that all efforts to isolate Georgia with or'.:
saturation were drowned in its bandwidth 'ocean'. More details available from: en.wikipedi :

org/wiki/2008-South-Ossetia-ruar.lnthe case of this conflict the Russian origin is clear. But tir:,
cyber attackwas simultaneous or successive to classical military attacks and therefore concerne-
only ius in bello'and not 'jus ad bellum'. Therefore this cyber attack will not be analyzedherc
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as we already saw- these countries should be considered responsible and
suffer the consequences of a legitimate military self defense.In additionrv surrer rne consequences ot a legitimate military self defense.In addition

the considerations developed above will apply accordingly.

_If 
these cyber attacks do not achieve thllhre.hold ofrarmed attaclc they

be considered as raising problems of International law (state responsibil-
or International criminal law.

3. specific points where classical legar framework is stretched to the
limit in dealingwith cyber attacks

. A.'Ratione-temporis' conditions for a cyber "armed attacr<' ,, trigger-
legitimate defense

_ 

The timin g for a self defense triggered by "armed attacl{,is another cru-
element. A self defense can be triggered ai differ.nt moments ,,vis- i- vis,,

'armed attacH':

fhe first and the largest group hu. Iruditionarly rejected anticipatory
efense by aliterarinterpretation of the phrase ,if an aimed attack occrrrs,

on the ground of the f_a_c_t_that as exception to a generar prohibition of
: use, Article 51 of the uN charter rhourd be interlreted narrowly.r "-J-

rne opposing side argues that the reference to'inherent,right of selFdefense

::'_ lll:i .":.-iy]T: yhe n*g the anticipatory action.33 propo_

-First it is necessary to examine whether a computer attack must already
occurred in order to trigger the ri ;ht of seF dlefense (whether the seif
se may be or not anticipatory). For classical armed attack this question
source of a controversy between two groups of scholars.

of a broad reading of sel-f:defense invoke the 1g37 carolini incident and sug-
rat in the nuclear era states cannot be e4pected to wait for a,fust strike,.

_ 
Hgwev_er the majority of scholars reject the precedent value of the caro-

incident based on the fact thatit pretedes the interdiction for the 
'se 

of
. Th.y warn of the risk of escalation that results from accepting antici-
actions.

9"^y:lt -?:w.r lelfdefense in international lau (Manchesrer: Manchester University press)
(r958).788-192.

see Brownlie r., Principles of public Internationar Laut (oxford: oUp) (2003;6e ed.),20r-702.
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we think that the latter reason should prevail in case of cyber attack and

as such, anticipatory self-defense should be clearly banned'

-IntercePtive self- defense

If an armed attackis incipient or is on the verge of beginnin$, the in-

tended victim may not wait powerlessly for the inevitable blow'The attack car.

be legitimately intercepted.In fact interceptive (in distinction from anticipa-

tory[e1g defense seems to be acceptable under the Charter35.

The theme of interceptive self defense is pertinent to a computer attac-''

when the intrusion into a computer network has been discovered, althoug--

it is not yet lethal to any person or destructive of propefty (using Schmitt '

analysis). The issue is to determine whether the intrusion may reasonabll' : -

seen as a first step of an unavoidable and developing'armed zttzc('This i'

very difficult -uit", of evaluating and interpreting information available '

the time of action (including warnings, intelligence reports and other data

B. Computer attacks as means of self defense

If a preceding armed attack (or a computer attack qualified as'armed aft-'-

-after sch-mitt's analysis) occurred, the possibility of using the computer atta:

as legitimate d.fens. is obvious (legitimate defense allows the use of all mil-r'-

means against an aggression therefore the cyber means should be included)'

Ho*"rr", theie are two substantive constraints for the right of seli - '

fense: the criteria of necessity and proportionality. In the Nicaragua casi' -

International Court of Justice acknowledged the 'inherent'right of sel-. :

fense as part of customary law. The court recognized also two criteria, 'r'. - '

sity'and 
,proportionali 

V' , as additional requirements under Article 51i'
' ,N"..rrity'means that no alternative way of tedress may be availabl-

the tarqet should be a military one, in agreement with the rules of ini':

35 Dinstein Yoram "computer Network Attacks and self-Defense", International l't

[sltrnposium on computi Network Attacks and international lau (1999 Naoal war co,.

76,2002,99.
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jonal humanitarian law ("jus in bello"). Likewise,'necessity'requires the tim-

:ng between the armed attack and the recourse to self defense to be reasonably

.hort, taking into account the need to caffy out investigations and/or negotia-

ions, or to make military preparationt (thit is an upper time limit while the

rbove discussed intercepii" rir defense concerned the lower time limit)'
,Proportionality" on the other hand, suPPoses that the exercise of self

Jefense will be *"ighi"d against initial ur*.d attack(s), not only in terms of

Savity/intensity, brr:t also ii terms of duration, location, and range of selected

:argets.

And here it is a real problem for cyber attack qualified as self defense'

Computer attacks are naturally uncertain as to the outcome they produce,

,rr"kirrg difficult to estimate deliberate and collateral damage' In fact the con-

,.qrr"ri.". of a cyber attack may be both direct and indirect, and in some cases

jre indirect consequences can rise above direct consequences3T'

As a result it is difficult to fulfi.1 the criteria of proportionality in case

rf a self defense by wzy of cyber attacks. The risk of escalation should prevent

-jris use of cyber attacks in ihe present international framework' An eventual

.olution may be revealed by some technologicai breakthroughs that will allow

fie control of outcome produced by vber attacks. However this technological

:volution is far from being assured'

C.Difficultiesontheboundariesofclassicalparafigm:cybermeans
not qualifiing as "armed force" or"armed attacx' "

MuchmofeaPpealingmightbeananalysisoftheuseofcyberattacks
:n response to an initial act (z computer network attack) not achieving the

ireshold of "armed attaclC' (Schmitt's criteria)'

37 Durine the first war on Irak in 1991 U'S' a

work attacks against Iraqi systems' U'S' fo

attack against Iraqi financial computers be

cial networks located in Europe' A cyber

down banks and systems located in allied cou

NAIO vs. Serbia conflict of 1998 or in the second war on lrak of 2003'
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1. computer network attacks not achieving the threshold of"armed

attacxt 
tt

If an initial (cyber) attack does not reach the threshold of ati'armed at-

tacld, there is no rigirt of self defense. What about a computer attack used in

retaliation short of the right to self defense?

This situation is ,-r"ot prrr"ly hypothetical since there are some plan'

to use computer attacks u, .o.rt,., offensive instruments. For example Col

Charles W. Williamson38 argued that an Air Force-controlled 'botnet'couli

machines from being targeted'

We think thaischtitt's threshold of an "armed attac('by cyber mean:

(and the corresponding right to self defense) is not attained in the exampi:

above. At this p military'retaliatiori'

However tremendous risks for cyber es-

calation linked nature of computer attacks' A-

those affected by this kind of computer retaliation may react with devastatin:

effects (deliberate and collateral) to networks. This outcome could, by aggre-

gation and escalation, finally trigger a classical armed conflict'

2.Theexception of espionage and the challenge of
multi-purpose nature of cyber means

If there is no destructive outcome (lacking the threshold in Schmitt '

analysis) the cyber means could be covered by the espio-nage exception in ir'-

terstate relations.These are harmful actions (not illegal from the point ofvie'

of armed conflict) that each state use constantly'

3 g Dan Goodin, "Enemies reduced to 'hunks of metal and plastic"" san Francisco Posted in Gooe'

m en l, aval\ab\e from: http://www'theregister'co'uk'
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rf -armed Nevertheless some problems linked to the nature of cyber means re-
mains unclear.

cyber means zreby nature multi-purpose tools ('weapons'). The meth-
ods used for computer network exploitation are similar to those used for com-
puter network attack, but configured for different objectives.

For example the Wall StreetJournal claimed3e3e that agents from China
and Russia along with several other countries had infiltrated computer sys-
tems charged with managing electricity in the US and left behind sofrware
rvhich could be used to control or disable electric grids of the country. Security
experts stated that while the incident showed gaps in the US securiry infta-
structure in time of conflict, such an attack could have catastrophic effects. In
this case a cyber activity (intelligence-gathering) can easily become, if unde-
rected, the ground for a future cyber attack.

In situation like this the only solution for the offended State is to use
:ts own cyber exploitation or cyber defense instruments while the use of com-
:uter attacks in retaliation would be the least reasonable choice (even less
:easonable than the above example of cyber retaliation to a previous computer
:.nack not qualiSring as "armed attacl?').

This is another example where classical armed conflict framework seems
:nable to cover cyber means characteristics.

Conclusion

The main pillars of legal analysis were the provisions regarding the use

-: "force" under Article 2(4) and "armed attacli'under Article 51 of United
\ations Charter.The characterization of a cyber attack as "armed force" or
':rmed attacTl' was based on a multi criteria threshold developed by Schmitt
nd grounded on its 'destructiveness'. Some other challenging aspects were
;-_.o explored (the proof of state implication, the preemptive or interceptive
;:lFdefense, etc). We uncovere d the inherent difficulties of charact eizing cy-
:rr attack under the actual framework of armed conflict.

39 Shaun Nichols, "The Chinese government is denying any involvement in the reported infiltra-
tion of US electric grid systems", in San Francisco, nnunet.crru,1O Apr 2009
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Onempiricalside,majornation-stateswithsignificantcapabilitiesof
kinetic and cyber attack at their disposal (as the uS, Russia and china) are

awareof international stability.Th" evolution of real cyber attacks shows these

states acting hidden behind private actors (in the case of Russia or china)

or using highly specialized -ilitury forces (in the case of the uS). Nobodr

is williig tJ 
"r.uiut" 

computer network attack to match the "armed attack-

standarJ(according to Schmitt's criteria) and to risk triggering a legitimate

defenseandeventua!|yafullblownwar.onemayqualifl'alltheseusesot
cyber means as "cyber warfate" only as metaphor'

Under the actual international normative framework most cyber acts

thar can be (loosely) linked to a Stat , belong to cyber exploitation' This is a

new secret terrain that increases the reach of States'

one can reasonably hope that states with cyber facilities will achieve br

these new means their political aims and they will stop riskier developments

toward a real'cYber warfate'.
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